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1.  Document information 
This document contains a description of ACT CERT according to RFC2350. 

It provides basic information about the ACT CERT team, its channels of communication, 

roles, and responsibilities. 

1 1   D  um n  his  ry 
Version Name Date Action 

1.0 Nabil DIAB 08/12/2023 Initial publication 

2.0 Nabil DIAB 18/12/2025 

Rebranding:  

• Company name updated: Alter Solutions 
→ Act Digital 

• Team name updated: Alt   CERT → Act 
CERT.  

No operational change (processes, contacts, 
scope). 

1 2   Dis ribu i n  is  
D  t    t    l  t f   ACT CERT   t ficat         t    l c. 

 

1 3   L    i n wh r   his d  um n  m y b  f und 
Th  c     t a d lat  t v        f th   d c    t    ava la l  f    th  ACT D G TAL 
     t :   htt  ://actd   tal.c  /  /act-c  t/   

 

1 4   Au h n i   ing  his d  um n  
Th   d c    t ha            d   th th  PGP k y  f ACT CERT. 

Th      at     f th   d c    t    ava la l  at: htt  ://actd   tal.c  /  -
c  t  t/  l ad /2026/01/act-c  t- fc2350-v2.z    

1 5   D  um n  id n ifi   i n 
Ti   : ACT CERT – RFC 2350 

V rsi n: 2.0 

D  um n  d   : 18/12/2025 

Ex ir  i n: Th   d c    t    val d   t l        d d  y a lat   v      . 

https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Factdigital.com%2Fen%2Fact-cert%2F&data=05%7C02%7Cndiab%40alter-solutions.com%7C25e8cc9836a64568b39908de5e767e1d%7Cf36db71909d5458695b6cc2978633818%7C0%7C0%7C639052060250323032%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=KUVLB701hee6COih%2BtBtp69WIgBLveTz4wNvVFkFjwk%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Factdigital.com%2Fwp-content%2Fuploads%2F2026%2F01%2Fact-cert-rfc2350-v2.zip&data=05%7C02%7Cndiab%40alter-solutions.com%7C25e8cc9836a64568b39908de5e767e1d%7Cf36db71909d5458695b6cc2978633818%7C0%7C0%7C639052060250362127%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=ZrfRg49SuMa62dyj2Y7g9%2BJD6ZJhbTLqMFesk8xt5Es%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Factdigital.com%2Fwp-content%2Fuploads%2F2026%2F01%2Fact-cert-rfc2350-v2.zip&data=05%7C02%7Cndiab%40alter-solutions.com%7C25e8cc9836a64568b39908de5e767e1d%7Cf36db71909d5458695b6cc2978633818%7C0%7C0%7C639052060250362127%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=ZrfRg49SuMa62dyj2Y7g9%2BJD6ZJhbTLqMFesk8xt5Es%3D&reserved=0
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2.  Contact information 

2 1   N m   f  h     m 
ACT CERT 

ACT CERT    th  ACT D G TAL c     c al a d   t   al CERT. 

2 2   Addr ss 
ACT CERT 

6 Av     d  G    al d  Ga ll  

78000 V   a ll   

F a c  

2 3   Tim  z n  
CET / CEST – P ris  im  

2 4   Ph n  Numb r 
+33 1 87 66 97 36 

2 5   F  simi   Numb r 
N   . 

2 6   O h r m  ns f r   mmuni   i n 
N   . 

2 7   E    r ni  m i   ddr ss 
 f y      d t    t fy    a   t a    f   at      c   ty   c d  t    a cy   -th  at ta   t    
     v lv    y    c   a y    ACT D G TAL   l a   c  tact    at   r @   digi     u. 

Th      a  a l  x     t   d  y th        ( )    d ty f   th  ACT CERT. 

2 8   Pub i  k ys  nd   h r  n ry  i n inf rm  i n 
ACT CERT has a PGP public key available at https://keys.openpgp.org 

ID: EDDF3E57819152879FC1B1EDEA10147E3EEAEC9B. 

2 9   T  m m mb r 
Na  l D AB    th  c     t ACT CERT t a  l ad  . Th  t a  c     t   f  T   c   ty a aly t . 

https://keys.openpgp.org/


                   
                 

 

Alt   S l t            act d   tal 
 

6 

TLP : CLEAR 

Th  l  t      t    l cly ava la l . 

2 10   O h r inf rm  i n 
N   . 

2 11   P in s  f  us  m r   n     
Th     f    d   th d t  c  tact ACT CERT t a     t     d a    a l t  th  
c  t@actd   tal.   add       h ch        t   d d      h      f     at   . 

U    t ca    ca          t d  y  h       +33 1 87 66 97 36. 

Day  / h      f O   at    : 09:00 t  23:00  M  day t  F  day. 

C  t     ca  c  tact ACT CERT   t  d   f  ffic  h      f     at     th    h    c al 
  -call  h            h ch a     t    l cly d  cl   d.  

  

mailto:cert@actdigital.eu
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3.  Charter 

3 1   Missi n s    m n  
The mission of ACT CERT is to provide robust and responsive cybersecurity incident response 

services, safeguarding the digital assets and operations of our internal stakeholders as well 

as our diverse client base. We are dedicated to delivering expert guidance, timely 

intervention, and comprehensive solutions to manage and mitigate cyber threats. 

As a trusted authority in the cybersecurity domain, we strive to: 

• Enh n   Cyb r R si i n  : P  act v ly f  t fy th  cy     c   ty    t     f     cl   t  
th    h c tt   - d   t ch  l          t   act c    a d c  t       a a      . 

• R  id In id n  R s  ns : Off      ft a d  ffic   t          t  cy     c   ty 
  c d  t         z       act a d    d      c v  y  ff  t . 

• Ex  r is   nd Ex     n  : Ma  ta   th  h  h  t  ta da d   f t ch  cal  x   t    a d 
    at   al  xc ll  c     all fac t   f cy     c   ty   c d  t ha dl   . 

• C    b r  i n  nd C mmuni   i n: F  t    t      a t    h      th   d  t y        
la    f  c    t  a d cy     c   ty c      t    t   tay ah ad  f  v lv    cy    
th  at . 

• Edu   i n  nd Aw r n ss: E           cl   t  a d th    d   c      ty th    h 
 d cat      ha          ht   a d      t    cy     c   ty a a      . 

    x c t                    adh    t      c  l    f   t    ty  c  fid  t al ty  a d 
  l  tl    c    t   t t  cy     c   ty           a  af   d   tal   v       t f   all     
 tak h ld   . 

 

3 2   C ns i u n y 
Th  c   t t   cy  f ACT CERT        a  ly c  t   d a    d t   k y       : 

• In  rn   C ns i u n y – ACT DIGITAL Gr u : Th     cl d   all d  a t   t     a ch    
a d   t t      th   th  ACT D G TAL      . O      v c   c v    v  y a   ct  f     
  t   al   t   k  d   tal       c    a d     at    .  

• Ex  rn   C ns i u n y - C mm r i   C i n s: Al     d        t   al f c    ACT CERT 
 xt  d   t   x   t    t  a   d  a  ay  f  xt   al cl   t . Th    cl   t    h     a      
       v c   f   cy     c   ty    d       fit f    cl a ly d fi  d S  v c  L v l 
A       t  (SLA ). O   SLA  d ta l th   x  ct d          t      ava la  l ty  f     
t a   th   c     f   c d  t             v c    ff   d  a d a y  th      c fic 
c    t   t      ta da d       h ld           v c  d l v  y. 

3 3   S  ns rshi   nd/ r  ffi i  i n 
ACT CERT is part of ACT DIGITAL company: https://actdigital.com/ 

https://actdigital.com/
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3 4   Au h ri y 
F     t   al  att     ACT CERT     at     d   th  a th   ty  f th  CEO  f ACT D G TAL. 

F    xt   al   c d  t   ACT CERT c   d  at     c   ty   c d  t      half  f  t  
c   t t   cy  a d   ly at  t  c   t t   t’    q   t. 
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4.  Policies 

4 1   Ty    f in id n   nd   v    f su   r  
At Act CERT, our expertise encompasses a wide array of cybersecurity incidents, reflecting 

the diverse and evolving landscape of cyber threats. Our team is equipped to manage 

various types of incidents, tailored to the unique challenges presented in each situation. 

• Types of Incidents: Our capabilities enable us to handle all types of computer security 

incidents which occur or threaten to occur in our constituency. We have been 

prepared to address incidents that impact the confidentiality, integrity, and 

availability of information and systems, both for our internal operations within the Act 

Digital group and for our external clients. 

• Level of Support: The level of support provided by ACT CERT is determined based on 

several parameters, including the severity of the incident, the potential impact on the 

affected entity, the complexity of the required response, and the urgency of the 

situation. Our response is scalable and adaptable, ensuring that each incident is met 

with an appropriate and effective level of support. 

This flexible approach allows us to offer a range of responses, from advisory and guidance 

for lower-severity incidents to comprehensive, hands-on involvement for more severe or 

complex situations. Our priority is to provide a responsive, effective, and tailored approach 

to each cybersecurity incident, ensuring the best possible outcome for our stakeholders. 

4 2   C -   r  i n, in  r   i n,  nd dis   sur   f 
inf rm  i n 

4.2.1 C -    at    a d   t  act   : 

• Wi h In  rn   T  ms  nd D   r m n s: ACT CERT act v ly c lla   at     th va      
  t   al d  a t   t    th   th  ACT D G TAL      . Th     cl d    ha     
  f   at     c   d  at               a d    v d      t al       t t    ha c  
 v  all cy     c   ty    t   . 

• Wi h Ex  rn   En i i s: O   t a     a       c lla   at      th  xt   al 
   a  zat        cl d     th   CERT   cy     c   ty  x   t     d  t y         a d la  
  f  c    t a   c   . Th      t  act     a   t  f  t   a c ll ct v  d f     a a   t 
cy    th  at    ha          ht   t   d   a d    t   act c  . 

• P r i i   i n in Indus ry F rums  nd Ev n s: W      la ly  a t c  at     
cy     c   ty f       c  f    c    a d    k h   . Th     v lv    t   t   ly k     
   a   a t  f th  lat  t d v l     t     cy     c   ty   t al   all       t  c  t    t  
t  th     ad   c      ty. 
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4.2.2 D  cl       f   f   at   : 

• C nfid n i  i y  nd Priv  y: ACT CERT adh      t  ctly t  c  fid  t al ty a d    vacy 
 ta da d . S    t v    f   at      a t c la ly that  h ch    ta    t     c fic   c d  t  
   cl   t      ha dl d   th th   t   t d  c  t    a d    acc  da c    th a  l ca l  
la   a d     lat    . 

• Inf rm  i n Sh ring Pr      s: W  hav    ta l  h d    t c l  f    ha     
  f   at    that  ala c  th     d f              th th    q       t t     t ct 
     t v  data. Th     cl d   a   y  z    data  h      c   a y a d          that 
a y  ha  d   f   at    d      t c          th    c   ty  f aff ct d  a t   . 

• L g    nd R gu    ry C m  i n  : All d  cl       a d   f   at     ha     a   
c  d ct d    c   l a c    th   l va t l  al a d     lat  y f a     k . Th           
that     act     a     t   ly  ff ct v     c   at    cy     c   ty th  at    t al   
la f l a d  th cally     d. 

• In id n  R   r ing:    ca     h      c d  t  hav     ad      l cat          q     
 xt   al   t  v  t     ACT CERT f ll      ta l  h d    c d     f        t    th    
  c d  t  t  a       at  a th   t    a d  tak h ld       a t   ly a d          l  
 a    . 

4 3   C mmuni   i n  nd Au h n i   i n 
For normal communication without any sensitive information, unencrypted e-mail may be 

used but Act CERT strongly encourages customers to use encrypted and signed e-mail using 

PGP to exchange data. 
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5.  Services 

5 1   In id n  r s  ns  

5.1.1   c d  t t  a   

Th     c     f   c  v      val at     a d       t z      c        c d  t      t . Th    t   
  v lv      t al a        t t  d t       th   c       v   ty  a d   t  t al    act  f th  
  c d  t. 

5.1.2   c d  t c   d  at    

Fac l tat    th           t    c d  t   y c   d  at      t     d ff    t  tak h ld     
 h ch  ay   cl d    t   al t a     xt   al cl   t   a d  th     l va t  a t   . Th   
  v lv   c      cat           c  all cat     a d  t at  y    l    tat   . 

5.1.3   c d  t     l t    

D   ct   v lv    t        lv    th    c d  t   h ch   cl d   c  ta     t    ad cat     f 
th  th  at    c v  y  f aff ct d  y t     a d    v d    d ta l d adv c  f      v  t    
f t     cc     c  . 

5 2   Pr    iv     ivi i s 

5.2.1   t       d t ct       v c   

C  t           t      a d a aly     f  y t    a d   t   k  t  d t ct a d al  t          
 f   a th   z d acc        al c     act v t   . 

5.2.2   c d  t           la      a d d  ll  

H l        a  zat     t  d v l   a d t  t th      c d  t           la   th    h ta l -
t    x  c            lat d   c d  t  c  a      t         th y a       a  d f     al-   ld 
  c d  t . 

5.2.3 V l   a  l ty  a a     t 

 d  t fy      val at     a d adv         v l   a  l t      th    y t    a d   ft a  . Th   
  v lv       la   ca       a        t  f   t  t al    act  a d   c     dat     f   
  t  at   . 
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6.  Incident reporting forms 
Pl a        t   c   ty   c d  t  v a   c y t d   a l t  c  t@actd   tal.  . 

W     v d  th  f ll      a        t ta l  a  a fl x  l     d  t  h l      cl   t f a   
th      q   t f     c d  t             v c  . Th   ta l     d      d t  ca t    c  t cal 
  f   at    that   ll a    t         d   ta d    a d       t z    th    c d  t.  t      t a 
 t  ct f   ;  ath     t    v   t         that      c  v  th       t al d ta l    c   a y t  
   t at  a   ff ct v          . Pl a      v d  a    ch   f   at    a        l      ach 
cat    y  a d f  l f    t    cl d  a y add t   al   l va t d ta l  that  ay       t th  
a        t a d      q   t ha dl     f y    cy     c   ty   c d  t. 

Category Information Assessment 

Timestamps 
Time of the first observed 
malicious activity 

Record the exact date time when 
the incident was first observed and 
when it was reported. 

Incident details Nature of the Incident 
Describe the nature of the incident, 
including what happened and how 
it was discovered. 

Affected systems 

Asset Name, Type and 
Function 

List the names, types, and functions 
of all systems impacted by the 
incident. 

Asset IP and Network 
Range 

Provide the IP addresses and 
network ranges of the affected 
assets. 

Asset Criticality 
Assess the criticality of each 
affected asset to your operations. 

Asset owner / Department 
Identify the department or 
individual who owns each affected 
system. 

Network details Port and Protocol involved 
Note the network ports and 
protocols involved in the incident. 

User details Account Names 
Include the names of any user 
accounts that were active or 
compromised during the incident. 

Other  Other relevant details 

Include any additional information 
that could be relevant to the 
incident, such as unusual system 
behavior observed, relevant recent 
changes to the system or network, 
or any other observations that do 
not fit the categories above but 
may aid in the investigation. 

mailto:cert@actdigital.eu
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7.  Disclaimers 
Wh l      t  v  t         th  acc  acy a d   l va c   f th    f   at     ACT CERT 
 ak       a  a t     f a y k  d   h th    x      d       l  d  a   t th  c   l t       
acc  acy    l a  l ty     ta  l ty     ava la  l ty   th      ct t  th  d c    t    th  
  f   at        v c         lat d   a h c  c  ta   d h      f   a y        . A y   l a c  
 lac d      ch   f   at       th   f     t  ctly at th      ’         k. 

 


